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Course Description

Within society, professional engineers occupy a place of special trust. Errors
by engineers can have devastating consequences. Ethical behavior by
engineers is therefore of primer importance.

Engineers performing work for the Federal Government under a consulting
contract are categorized as contractors to the government. The Federal
Government has strict rules of ethics that government contractors must abide
by.  Additionally, government procurement officers also have ethical
requirements that they must comply with. Therefore, it is important for an
engineering consultant working on a federal contract to know not only the rules
pertaining to their own ethical conduct, but also the ethical constraints that the
government employees who are supervising their work must abide by.

While the rules presented in this course are specific to the Federal
Government, very similar ethical rules and responsibilities are applicable at all
levels of government and private engineering work.

Upon completing this course, the engineer will have a better understanding
and appreciation of ethics.

To complete this course, the engineer will study a pamphlet “Ethics and
Procurement Integrity — What You Need to Know as a Federal Employee
Involved in the Procurement and Acquisition Process”, and sections of the US
Code that pertain to Federal contractors.

Specific Learning Objectives

At the conclusion of this course, the student will be familiar with
e Sections of the US Code that pertain to Federal contractors
e Ethical procurement and acquisition processes.

Both documents contain rules for ethical practice of engineering.
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U.S. Code as Pertains to Federal Government Contractor Ethics

Subpart 3.10. Contractor Code of Business Ethics and Conduct
3.1000 Scope of subpart.
This subpart.

(a) Implements 41 U.S.C. 3509, Notification of Violations of Federal Criminal Law or
Overpayments; and

(b) Prescribes policies and procedures for the establishment of contractor codes of business
ethics and conduct, and display of agency Office of Inspector General (OIG) fraud hotline
posters.

3.1001 Definitions.

As used in this subpart.

“Subcontract” means any contract entered into by a subcontractor to furnish supplies or
services for performance of a prime contract or a subcontract.

“Subcontractor” means any supplier, distributor, vendor, or firm that furnished supplies or
services to or for a prime contractor or another subcontractor.

“United States” means the 50 States, the District of Columbia, and outlying areas.
3.1002 Policy.

(a) Government contractors must conduct themselves with the highest degree of integrity
and honesty.

(b) Contractors should have a written code of business ethics and conduct. To promote
compliance with such code of business ethics and conduct, contractors should have an
employee business ethics and compliance training program and an internal control system
that.

(1) Are suitable to the size of the company and extent of its involvement in Government
contracting;

(2) Facilitate timely discovery and disclosure of improper conduct in connection with
Government contracts; and

(3) Ensure corrective measures are promptly instituted and carried out.

Government Ethics Requirements for Florida Engineers | www.pdhlibrary.com




3.1003 Requirements.
(a) Contractor requirements.

(1) Although the policy at 3.1002 applies as guidance to all Government contractors, the
contractual requirements set forth in the clauses at 52.203-13, Contractor Code of Business
Ethics and Conduct, and 52.203-14, Display of Hotline Poster(s), are mandatory if the
contracts meet the conditions specified in the clause prescriptions at 3.1004.

(2) Whether or not the clause at 52.203-13 is applicable, a contractor may be suspended
and/or debarred for knowing failure by a principal to timely disclose to the Government, in
connection with the award, performance, or closeout of a Government contract performed
by the contractor or a subcontract awarded thereunder, credible evidence of a violation of
Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found
in Title 18 of the United States Code or a violation of the civil False Claims Act. Knowing
failure to timely disclose credible evidence of any of the above violations remains a cause
for suspension and/or debarment until 3 years after final payment on a contract (see 9.406-
2(b)(1)(vi) and 9.407-2(a)(8)).

(3) The Payment clauses at FAR 52.212-4(i)(5), 52.232-25(d), 52.232-26(c), and 52.232-27(l)
require that, if the contractor becomes aware that the Government has overpaid on a
contract financing or invoice payment, the contractor shall remit the overpayment amount
to the Government. A contractor may be suspended and/or debarred for knowing failure by
a principal to timely disclose credible evidence of a significant overpayment, other than
overpayments resulting from contract financing payments as defined in 32.001 (see 9.406-
2(b)(1)(vi) and 9.407-2(a)(8)).

(b) Notification of possible contractor violation. If the contracting officer is notified of
possible contractor violation of Federal criminal law involving fraud, conflict of interest,
bribery, or gratuity violations found in Title 18 U.S.C.; or a violation of the civil False Claims
Act, the contracting officer shall.

(1) Coordinate the matter with the agency Office of the Inspector General; or
(2) Take action in accordance with agency procedures.
(c) Fraud Hotline Poster.

(1) Agency OIGs are responsible for determining the need for, and content of, their
respective agency OIG fraud hotline poster(s).

(2) When requested by the Department of Homeland Security, agencies shall ensure that
contracts funded with disaster assistance funds require display of any fraud hotline poster
applicable to the specific contract. As established by the agency OIG, such posters may be
displayed in lieu of, or in addition to, the agency’s standard poster.
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3.1004 Contract clauses.

(a) Insert the clause at FAR 52.203-13, Contractor Code of Business Ethics and Conduct, in
solicitations and contracts if the value of the contract is expected to exceed $5.5 million and
the performance period is 120 days or more.

(b)(1) Unless the contract is for the acquisition of a commercial item or will be performed
entirely outside the United States, insert the clause at FAR 52.203-14, Display of Hotline
Poster(s), if.

(i) The contract exceeds $5.5 million or a lesser amount established by the agency; and
(ii)(A) The agency has a fraud hotline poster; or

(B) The contract is funded with disaster assistance funds.

(2) In paragraph (b)(3) of the clause, the contracting officer shall.

(i) Identify the applicable posters; and

(ii) Insert the website link(s) or other contact information for obtaining the agency and/or
Department of Homeland Security poster.

(3) In paragraph (d) of the clause, if the agency has established policies and procedures for
display of the OIG fraud hotline poster at a lesser amount, the contracting officer shall
replace “S5.5 million” with the lesser amount that the agency has established.
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52.203-13 Contractor Code of Business Ethics and Conduct.
As prescribed in 3.1004(a), insert the following clause:
Contractor Code of Business Ethics and Conduct (Oct 2015)
(a) Definitions. As used in this clause.

“Agent” means any individual, including a director, an officer, an employee, or an
independent Contractor, authorized to act on behalf of the organization.

“Full cooperation”.

(1) Means disclosure to the Government of the information sufficient for law enforcement
to identify the nature and extent of the offense and the individuals responsible for the
conduct. It includes providing timely and complete response to Government auditors’ and

investigators' request for documents and access to employees with information;

(2) Does not foreclose any Contractor rights arising in law, the FAR, or the terms of the
contract. It does not require.

(i) A Contractor to waive its attorney-client privilege or the protections afforded by the
attorney work product doctrine; or

(ii) Any officer, director, owner, or employee of the Contractor, including a sole proprietor,
to waive his or her attorney client privilege or Fifth Amendment rights; and

(3) Does not restrict a Contractor from.
(i) Conducting an internal investigation; or

(ii) Defending a proceeding or dispute arising under the contract or related to a potential or
disclosed violation.

“Principal” means an officer, director, owner, partner, or a person having primary
management or supervisory responsibilities within a business entity (e.g., general manager;

plant manager; head of a division or business segment; and similar positions).

“Subcontract” means any contract entered into by a subcontractor to furnish supplies or
services for performance of a prime contract or a subcontract.

“Subcontractor” means any supplier, distributor, vendor, or firm that furnished supplies or
services to or for a prime contractor or another subcontractor.

“United States,” means the 50 States, the District of Columbia, and outlying areas.

(b) Code of business ethics and conduct.
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(1) Within 30 days after contract award, unless the Contracting Officer establishes a longer
time period, the Contractor shall.

(i) Have a written code of business ethics and conduct;

(ii) Make a copy of the code available to each employee engaged in performance of the
contract.

(2) The Contractor shall.
(i) Exercise due diligence to prevent and detect criminal conduct; and

(ii) Otherwise promote an organizational culture that encourages ethical conduct and a
commitment to compliance with the law.

(3)(i) The Contractor shall timely disclose, in writing, to the agency Office of the Inspector
General (OIG), with a copy to the Contracting Officer, whenever, in connection with the
award, performance, or closeout of this contract or any subcontract thereunder, the
Contractor has credible evidence that a principal, employee, agent, or subcontractor of the
Contractor has committed.

(A) A violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity
violations found in Title 18 of the United States Code; or

(B) A violation of the civil False Claims Act (31 U.S.C. 3729-3733).

(ii) The Government, to the extent permitted by law and regulation, will safeguard and treat
information obtained pursuant to the Contractor’s disclosure as confidential where the
information has been marked “confidential” or “proprietary” by the company. To the extent
permitted by law and regulation, such information will not be released by the Government
to the public pursuant to a Freedom of Information Act request, 5 U.S.C. Section 552,
without prior notification to the Contractor. The Government may transfer documents
provided by the Contractor to any department or agency within the Executive Branch if the
information relates to matters within the organization’s jurisdiction.

(iii) If the violation relates to an order against a Government-wide acquisition contract, a
multi-agency contract, a multiple-award schedule contract such as the Federal Supply
Schedule, or any other procurement instrument intended for use by multiple agencies, the
Contractor shall notify the OIG of the ordering agency and the IG of the agency responsible
for the basic contract.

(c) Business ethics awareness and compliance program and internal control system. This
paragraph (c) does not apply if the Contractor has represented itself as a small business
concern pursuant to the award of this contract or if this contract is for the acquisition of a
commercial item as defined at FAR 2.101. The Contractor shall establish the following within
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90 days after contract award, unless the Contracting Officer establishes a longer time
period:

(1) An ongoing business ethics awareness and compliance program.

(i) This program shall include reasonable steps to communicate periodically and in a
practical manner the Contractor’s standards and procedures and other aspects of the
Contractor’s business ethics awareness and compliance program and internal control
system, by conducting effective training programs and otherwise disseminating information
appropriate to an individual’s respective roles and responsibilities.

(ii) The training conducted under this program shall be provided to the Contractor’s
principals and employees, and as appropriate, the Contractor’s agents and subcontractors.

(2) An internal control system.
(i) The Contractor’s internal control system shall.

(A) Establish standards and procedures to facilitate timely discovery of improper conduct in
connection with Government contracts; and

(B) Ensure corrective measures are promptly instituted and carried out.
(ii) At a minimum, the Contractor’s internal control system shall provide for the following:

(A) Assignment of responsibility at a sufficiently high level and adequate resources to ensure
effectiveness of the business ethics awareness and compliance program and internal control
system.

(B) Reasonable efforts not to include an individual as a principal, whom due diligence would
have exposed as having engaged in conduct that is in conflict with the Contractor’s code of
business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and internal
controls for compliance with the Contractor’s code of business ethics and conduct and the
special requirements of Government contracting, including.

(1) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics awareness and compliance
program and internal control system, especially if criminal conduct has been detected; and

(3) Periodic assessment of the risk of criminal conduct, with appropriate steps to design,
implement, or modify the business ethics awareness and compliance program and the
internal control system as necessary to reduce the risk of criminal conduct identified
through this process.
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(D) An internal reporting mechanism, such as a hotline, which allows for anonymity or
confidentiality, by which employees may report suspected instances of improper conduct,
and instructions that encourage employees to make such reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable steps to prevent
or detect improper conduct.

(F) Timely disclosure, in writing, to the agency OIG, with a copy to the Contracting Officer,
whenever, in connection with the award, performance, or closeout of any Government
contract performed by the Contractor or a subcontractor thereunder, the Contractor has
credible evidence that a principal, employee, agent, or subcontractor of the Contractor has
committed a violation of Federal criminal law involving fraud, conflict of interest, bribery, or
gratuity violations found in Title 18 U.S.C. or a violation of the civil False Claims Act (31
U.S.C. 3729-3733).

(1) If a violation relates to more than one Government contract, the Contractor may make
the disclosure to the agency OIG and Contracting Officer responsible for the largest dollar
value contract impacted by the violation.

(2) If the violation relates to an order against a Government-wide acquisition contract, a
multi-agency contract, a multiple-award schedule contract such as the Federal Supply
Schedule, or any other procurement instrument intended for use by multiple agencies, the
contractor shall notify the OIG of the ordering agency and the IG of the agency responsible
for the basic contract, and the respective agencies’ contracting officers.

(3) The disclosure requirement for an individual contract continues until at least 3 years
after final payment on the contract.

(4) The Government will safeguard such disclosures in accordance with paragraph (b)(3)(ii)
of this clause.

(G) Full cooperation with any Government agencies responsible for audits, investigations, or
corrective actions.

(d) Subcontracts.

(1) The Contractor shall include the substance of this clause, including this paragraph (d), in
subcontracts that have a value in excess of $5.5 million and a performance period of more
than 120 days.

(2) In altering this clause to identify the appropriate parties, all disclosures of violation of the
civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the
Inspector General, with a copy to the Contracting Officer.
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Government Ethics Requirements for Consulting Engineers

Quiz

Updated: 3/14/2018

1) Which of the following gifts are a federal employee allowed to accept from a government
contractor?

Coffee and donuts provided as a snack during a meeting with the contractor

A S50 dinner after a meeting with a government contractor

Two free tickets to a major league baseball game

A simple note pad provided to take notes at a meeting with a government contractor
AandD

mooOw>

2) A government employee may not knowingly release source selection information prior to the
award of a contract. Which of the following is permitted to be released?

Bid prices for sealed bids
Source selection plans
Rankings of bids

None of the above

o0 w»

3) As a government employee, if you have an agreement for future employment with a contractor,

you still work on any Government matters that would affect the financial interests of the
contractor.

A. may

B. may not

4) A former government employee is banned from accepting compensation from a contractor for
one year after they served in a covered procurement-related position or made a procurement-
related decision, if they served which of the following positions on a contract over $10 million:

A. Procuring contracting officer
B. Source selection authority
C. Member of a source selection evaluation board
D. Chief of a financial or technical evaluation team
E. All of the above
5) Afederal employee solicit a contractor or its employees for a charitable donation

because they are “prohibited sources” of gifts under the Federal ethics rules.

A. may
B. may not
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6) Afederal employee generally may provide a letter of recommendation for a contractor
employee, on official agency letterhead, in response to a request for an employment
recommendation or character reference. The letter of recommendation must be based on

A.
B.

C.
D.

your personal friendship with the contractor employee

your personal knowledge of the ability or character of the contractor employee with
whom you have dealt

a quid pro quo for a future job with the contractor

none of the above.

7) Contractors should have a written

on®>

code of business ethics and conduct.

plan to maximize profits

daily work log

plan of what to do in case of a contract default

8) If the contractor becomes aware that the Government has overpaid on a contract financing or
invoice payment, the contractor shall

on®pr

apply the overpayment to future billings

not be required to make this overpayment known to the Government.
remit the overpayment amount to the Government.

assume that the overpayment is a bonus for excellent performance

9) Full Cooperation by the contractor requires the Contractor to waive its attorney-client privilege
and the protections afforded by the attorney work product doctrine

A.
B.

True
False

10) The Contractor shall

o0 w»

Exercise due diligence to prevent and detect criminal conduct
Promote an organizational culture that discourages ethical conduct
Promote a commitment to compliance with the law.

AandC

11) | have personally and successfully completed each chapter of instruction. You must answer true
to complete this course.

A. True

B.

False
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